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VCU ARMICS Compliance & Internal Control Assessment Guide
This guide provides a structured and practical approach to assessing risk levels and evaluating internal controls, in accordance with the Virginia Agency Risk Management and Internal Control Standards (ARMICS).
Connecting COSO and ARMICS
What is COSO?
The Committee of Sponsoring Organizations of the Treadway Commission (COSO) developed the Internal Control, Integrated Framework, a widely accepted model for designing, implementing, and evaluating internal controls. COSO outlines five components and 17 principles that define an effective internal control system. ARMICS is based on the COSO framework and is required for all state agencies to ensure fiscal accountability, safeguard assets, and support operational efficiency.
COSO’s Five Components and 17 Principles and How They Align with ARMICS at VCU
The Control Environment at VCU sets the foundation for all internal controls, establishing the tone at the top and influencing the control consciousness of the university's people.
· VCU fosters an ethical culture through its policies, code of conduct, and emphasis on professional behavior. Leaders at all levels are responsible for modeling integrity.
· VCU's senior leadership and those charged with governance are responsible for establishing policies and procedures that ensure appropriate oversight of the university's internal control framework.
· Management establishes, with board oversight, structures, reporting lines, and appropriate authorities and responsibilities in the pursuit of objectives. VCU's management is responsible for establishing a clear organizational structure with defined roles and responsibilities to support ARMICS compliance and risk management.
· The organization demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives. VCU ensures that personnel are trained to recognize control issues and understand their roles in the control environment, which contributes to the effectiveness of the overall framework.
· The organization holds individuals accountable for their internal control responsibilities in the pursuit of objectives. VCU's management is responsible for holding individuals accountable for performing risk assessments and implementing control activities to achieve departmental objectives.

Risk Assessment
The Risk Assessment component focuses on VCU's process for identifying, analyzing, and managing risks that could prevent it from achieving its operational, financial, and compliance objectives.
· The organization specifies objectives with sufficient clarity to enable the identification and assessment of risks relating to objectives. ARMICS requires VCU to conduct both agency-level assessments, such as policy compliance or audit response time, and transaction-level risk assessments, such as journal entries or reconciliations, to ensure fiscal accountability and protect assets.
· The organization identifies risks to the achievement of its objectives across the entity and analyzes risks as a basis for determining how the risks should be managed. This process is continuous and evolves to help the university stay ahead of potential threats by regularly evaluating internal and external risks.
· The organization considers the potential for fraud in assessing risks to the achievement of objectives. The Fraud Triangle framework can be used to better understand the underlying factors that may increase the likelihood of fraud (Shown below).
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· The organization identifies and assesses changes that could significantly impact the internal control environment, such as system migrations or key personnel changes.
Control Activities
Control activities are the policies and procedures that help ensure VCU's management directives are carried out to mitigate risks.
· The organization selects and develops control activities that contribute to the mitigation of risks to the achievement of objectives to acceptable levels. This includes using a balanced mix of controls, such as preventive and detective controls, tailored to the specific risks of the University.
· The organization selects and develops general control activities over technology to support the achievement of objectives. This includes measures like firewalls, user permissions, and other technology-based controls that protect the university's IT systems and data.
· The organization deploys control activities through policies that establish what is expected and procedures that put policies into action. VCU designs and documents controls clearly, including both hard controls (e.g., reconciliations and approvals) and soft controls (e.g., training and culture).
Information & Communication
This component ensures that VCU's personnel receive and share the information necessary to support the internal control framework.
· The organization obtains or generates and uses relevant, quality information to support the functioning of other components of internal control. Effective communication within and between business units is essential for identifying and addressing control-related concerns.
· The organization internally communicates information, including objectives and responsibilities for internal control, necessary to support the functioning of internal control. VCU management is responsible for establishing a clear risk reporting process to ensure concerns are formally documented and tracked.
· The organization communicates with external parties regarding matters affecting the functioning of other components of internal control. This includes collaborating with external parties like internal audit to ensure that risks are addressed holistically.
Monitoring Activities
Monitoring activities are ongoing evaluations used to confirm that all other internal control components are present and functioning effectively.
· The organization selects, develops, and performs ongoing and/or separate evaluations to ascertain whether the components of internal control are present and functioning. This aligns with ARMICS’s annual certification process and requires VCU to review controls more frequently if there are changes in operations, staffing, or systems.
· The organization evaluates and communicates internal control deficiencies in a timely manner to those parties responsible for taking corrective action, including senior management and the board of directors, as appropriate. VCU business units are expected to promptly report and escalate significant issues to leadership without delay so that corrective actions can be coordinated and implemented.
The COSO framework graph can be found in Appendix A at the end of this guide.

Internal Controls
Hard and soft controls form a comprehensive internal control environment and should be factored in when rating residual risks. Maintaining a balance between both types of controls is essential for promoting accountability, reducing risks, and ensuring operational efficiency. It is also important to consider implementing additional hard or soft controls if corrective action is required.
Hard controls are tangible, procedural safeguards that are often documented and verifiable. They include mechanisms such as required employee sign-offs, training verification forms, and document approvals by signature before action. Examples also include dual signatures on checks, access logs, and the matching of documents (e.g., invoices and purchase orders) before payment. These controls are typically embedded in systems and workflows, making them easier to audit and enforce. Their visibility and traceability make them effective in preventing and detecting errors or fraud.
Soft controls, on the other hand, are less visible and more behavioral or cultural. They influence how employees make decisions and adhere to policies. Examples include compliance incentives, standards for hiring and promotion, employee compliance training, and the encouragement of innovation and ethical behavior. Soft controls also encompass periodic employee feedback, interviews, and customer or supplier feedback mechanisms. While harder to measure, soft controls are critical in shaping the organizational culture and reinforcing the effectiveness of hard controls.
Below are examples of how hard and soft controls influence a risk rating:
Example 1: VCU Procurement and P-Card Use
· Hard Control: Monthly reconciliation of P-card transactions with supervisor approval and documentation.
· Soft Control: Culture of accountability reinforced through regular communication about ethical purchasing practices.
Risk Reduction: Strong documentation and oversight, combined with ethical reinforcement, reduce the likelihood of misuse or fraud.
Risk Increase: If reconciliations are rushed or incomplete and ethical expectations are not clearly communicated, misuse may go undetected, increasing residual risk.
Example 2: Tracking VCU Capital Assets
· Hard Control: All university-owned equipment over $10,000 must be tagged, entered into the asset management system, and verified through annual physical inventory audits.
· Soft Control: Culture of stewardship promoted through departmental training and regular reminders about asset responsibility and reporting.
Risk Reduction: Systematic tracking and a culture of accountability reduce the risk of asset loss, theft, or misreporting.
Risk Increase: If inventory audits are skipped or asset responsibility is unclear, and staff are not engaged in stewardship practices, assets may be lost or misused, increasing financial and operational risk.

Analysis of Inherent and Residual Risk
Assessing risks involves identifying and evaluating potential risks that could impact the achievement of an organization’s objectives in operations, financial reporting, and compliance.
Inherent risk refers to the level of risk present before any mitigation strategies or controls are applied. It reflects the natural exposure to risk based on the nature of the activity, process, or environment.
Inherent risks are measured by:
· Assuming no controls or management intervention are in place. This represents the natural level of risk that exists within a process, activity, or environment.
· Evaluating key risk drivers, such as process complexity, transaction volume, regulatory and compliance requirements, operational pressures, and susceptibility to error or fraud.
· Considering historical issues or past incidents that may indicate patterns of risk, vulnerabilities, or recurring concerns.
· Assessing external and environmental factors, such as system limitations, staffing constraints, or organizational changes that increase exposure.
· Analyzing the potential impact and likelihood of a risk event occurring before any mitigating controls are applied.
The inherent risk examples below highlight activities and conditions that could be encountered across VCU departments. When evaluating each scenario, it is essential to consider the unique operational context of the business unit and apply the standard inherent risk assessment formula: Inherent Risk = Likelihood × Impact. This approach ensures that risk ratings accurately reflect the probability and potential severity of adverse outcomes prior to the implementation of any mitigating controls.
Inherent Scenario Example #1: A VCU department has a large number of staff members authorized to use university-issued purchase cards (P-cards) for routine purchases such as office supplies, travel expenses, or equipment.
Without oversight or reconciliation procedures, the following risks may occur:
· Personal purchases made unintentionally or fraudulently
· Splitting transactions to bypass spending limits
· Inadequate documentation for audit and compliance purposes
· Incorrect classification of assets purchased with P-cards
Why this is high inherent risk:
· Large number of cardholders
· Frequent, decentralized transactions involving public funds
· Financial transactions are inherently susceptible to fraud and error
This risk level is high before controls, regardless of whether VCU later implements measures such as monthly reconciliations, transaction reviews, or cardholder training.
Conditions for lower inherent risk:
· Medium: Moderate number of cardholders and transactions; purchases are low-risk (e.g., office supplies).
· Low: Few cardholders, low transaction volume, and limited purchasing authority, reducing likelihood and impact of misuse or error.
Inherent Scenario Example #2: VCU’s Athletics Department regularly manages large volumes of cash during high-attendance basketball games, particularly at ticket booths and concession stands.
Without oversight or structured procedures, the following risks may occur:
· Theft or misappropriation of funds
· Deposit discrepancies caused by human error
· Inadequate documentation for reconciliation and audit purposes
· Insufficient physical safeguards during live events
Why this is high inherent risk:
· Nature of activity: frequent, high-value, decentralized cash handling
· Fast-paced environment increases the likelihood of error or fraud
· Public funds involved, creating compliance and reputational exposure
This risk level is high before controls, regardless of whether VCU later implements measures such as dual custody, secure storage, or real-time reconciliation.
Conditions for lower inherent risk:
· Medium: If the department handles moderate cash volumes, has fewer events, or operates in a setting that is inherently more secure (e.g., indoor ticket booths with limited public access), even before formal controls are applied.
· Low: Transition to primarily cashless transactions, significantly reducing physical cash handling and associated risks.
Inherent Scenario Example #3: VCU departments routinely process travel reimbursements for faculty, staff, and students attending conferences, research trips, and university-sponsored events.
Without oversight or validation procedures, the following risks may occur:
· Overpayment or underpayment due to incorrect mileage or per diem calculations
· Submission of incomplete or noncompliant documentation
· Delays in reimbursement processing
· Misinterpretation of allowable expenses under university and state travel policies
Why this is medium inherent risk:
· Manual, policy-driven financial processes with moderate complexity
· Moderate transaction volume
· Susceptibility to human error and policy misinterpretation
This risk level is medium before controls, regardless of whether VCU later implements measures such as automated systems, workflow approvals, or audit checks.
Conditions for lower or higher inherent risk:
· Low: Minimal exposure to error; activity occurs infrequently with low-dollar amounts.
· High: Multiple risk factors present (large volume of reimbursements, complex travel arrangements like international trips, history of audit findings or policy violations).
[bookmark: _Hlk207111830]Residual risk refers to the level of risk that remains after mitigation strategies and internal controls have been applied and tested for effectiveness. It represents the portion of risk that cannot be fully eliminated and indicates how well an organization’s internal control system reduces both the likelihood and impact of potential adverse events.
Residual risks are measured by:
· Confirming controls are in place and tested: Ensure that documented controls have been implemented and validated for effectiveness. 
· Reviewing control effectiveness: Analyze whether existing controls are functioning as intended and identify any gaps or weaknesses. 
· Considering historical audit findings: Use prior audit reports or compliance reviews to identify recurring issues or weaknesses in control design or execution. 
· Assessing external and environmental factors: Account for changes in regulations, technology, staffing, or organizational priorities that may affect residual exposure.
· Evaluating likelihood and impact after controls: Determine the probability that the risk could still occur and the potential consequences if it does, considering financial loss, reputational damage, operational disruption, or regulatory noncompliance.

The residual risk examples below highlight activities and conditions that could be encountered across VCU departments. When evaluating each scenario, it is essential to consider the unique operational context of the business unit and apply the standard residual risk assessment formula: Residual Risk = Likelihood × Impact. This approach ensures that risk ratings accurately reflect the probability and potential severity of adverse outcomes after the implementation of any mitigating controls.
Residual Scenario Example #1: A VCU department authorizes several staff members to use university-issued purchase cards (P-cards) for routine purchases such as office supplies, travel expenses, or small equipment.
Even with controls in place, such as monthly reconciliations, transaction reviews, and cardholder training, the following residual risks remain:
· Personal purchases made unintentionally or fraudulently
· Split transactions used to bypass spending limits
· Inadequate documentation for audit and compliance purposes
· Improper classification of assets purchased with P-cards
Why this is medium residual risk:
· Decentralized purchasing processes with frequent transactions and a moderate number of users
· Potential for circumvention or oversight failure despite controls
· Moderate likelihood and impact of financial mismanagement or noncompliance
This risk level is medium after controls, acknowledging that mitigating measures reduce but do not eliminate exposure.
Conditions for lower or higher residual risk:
· Low: A small number of cardholders, low transaction volume, and strong oversight mechanisms (timely reconciliations, thorough supervisory review, and a history of clean audits with no significant findings).
· High: Multiple risk factors present (large number of cardholders, high transaction volume, inconsistent or delayed reconciliations, lack of supervisory review, prior audit findings, limited training, or weak enforcement of policies).
Residual Scenario Example #2: VCU’s Athletics Department regularly manages large volumes of cash during high-attendance basketball games, particularly at ticket booths and concession stands.
Even with controls in place, such as dual custody, secure storage, and real-time reconciliation, the following residual risks remain:
· Theft or misappropriation of funds
· Deposit discrepancies due to human error
· Inadequate documentation for reconciliation and audit
· Limited physical safeguards during live events
Why this is medium residual risk:
· Frequent, high-value, decentralized cash handling in a fast-paced environment
· Potential for circumvention or oversight failure despite controls
· Moderate likelihood and impact of financial loss or control failure
This risk level is medium after controls, acknowledging that mitigating measures reduce but do not eliminate exposure.
Conditions for lower or higher residual risk:
· Low: If the department has transitioned to primarily cashless transactions, significantly reducing the volume and handling of physical cash, and consistently applies strong controls such as secure point-of-sale systems, real-time monitoring, and a history of clean audits with no material findings.
· High: If multiple risk factors are present simultaneously, such as high cash volumes, frequent events, limited staffing, inconsistent application of dual custody procedures, inadequate physical security, delayed reconciliations, or a history of audit findings or cash discrepancies. These conditions significantly increase the likelihood and impact of financial loss or control failure.
Residual Scenario Example #3: A VCU department handles cash collections during events, fundraisers, or other university activities. Even with controls in place, such as dual custody, secure storage, and real-time reconciliation, the following residual risks remain:
· Theft or misappropriation of funds
· Deposit discrepancies due to human error
· Inadequate documentation for reconciliation and audit
· Limited physical safeguards during live events
Why this is medium residual risk:
· Cash handling involves inherent vulnerability despite physical and procedural controls
· Potential for human error and oversight during high-volume or fast-paced events
· Moderate likelihood and impact of financial loss, reputation damage or compliance issues
This risk level is medium after controls, acknowledging that mitigating measures reduce but do not eliminate exposure.
Conditions for lower or higher residual risk:
· Low: Cash collections are minimal, events are infrequent, and strong oversight mechanisms are consistently applied (timely reconciliations, thorough supervisory review, and a history of clean audits with no significant findings).
· High: Multiple risk factors are present, such as large cash volumes, frequent events, inadequate staffing, inconsistent application of controls, lack of supervisory review, prior audit findings, or weak enforcement of policies. These conditions significantly increase the likelihood and impact of theft, misappropriation, or error.
This evaluation helps determine whether additional controls are necessary. If the residual risk remains unacceptably high, a Corrective Action Plan (CAP) should be documented in the Control Test Results section of the ARMICS form. More information about CAPs can be found in the last section of this guide.
Sampling
Under Virginia’s ARMICS, agencies are required to test internal controls to ensure they are properly designed and operating effectively. Sampling is a critical part of this process and should be conducted in a way that provides reasonable assurance of control performance without testing every transaction.
Sampling should be risk-informed and designed to produce a representative subset of transactions or activities within a control process.
· Random sampling helps ensure objectivity and reduces selection bias. It is preferred when the population is large and diverse.
· Select a Representative Sample - Choose samples that reflect the full scope of the control process, including different transaction types, users, and time periods.
· Document Thoroughly - Clearly record the selection methodology, samples used, and test results in the “Test of Control” section of the ARMICS form.
· Retain Supporting Documentation - Maintain evidence such as screenshots, system reports, approval records, and any other materials used to validate control performance. VCU’s record management policy can be found at: VCU Policy Program, and the general schedules for state agencies can be found at Library of Virginia Records Management State Agency General Schedules
· Sample Size Guidance – Under ARMICS guidance, in order to test control effectiveness, sample 10% of the population or 25 items, whichever is less. This ensures a manageable yet meaningful review.
Factors to consider when selecting a sample
· Role Diversity - Include transactions involving different roles (e.g., initiators, approvers, reviewers) to assess how controls function across user types.
· Time Period Coverage - Select samples from multiple months or quarters to verify that controls operate consistently over time. Avoid clustering samples within a single time frame unless justified.
· Key Personnel Changes, System or Process Changes - If there have been recent changes or updates to key personnel, systems (e.g., Banner, RealSource), or procedures, include samples from before and after the change to evaluate the impact on control effectiveness.
· Policy Changes - Consider any changes in institutional, state, or system-wide policies that may affect compliance requirements or control design. Ensure your sample reflects current practices.
Risk Scoring
Risk scoring is a fundamental part of the risk assessment process. It quantifies the level of risk associated with a specific activity by evaluating two key dimensions: likelihood and impact.
· Likelihood: The probability that a risk event will occur.
· Impact: The potential consequence or effect if the risk event occurs.
Risk Score = Likelihood × Impact (Range: 1–25)
Inherent vs. Residual Risk
· Inherent Risk: The level of risk assuming no controls exist. This is the baseline exposure based on the nature of the activity.
· Residual Risk: The level of risk after controls have been applied and tested. This reflects the actual risk faced by the organization.
Important: Inherent risk does not consider controls. Controls only affect residual risk.

	Likelihood
	Impact

	5 = Almost Certain
	5 = Catastrophic (Threatens university mission)

	4 = Likely
	4 = Major (Severe impact on operations)

	3 = Possible
	3 = Moderate (Moderate disruption or cost)

	2 = Unlikely
	2 = Minor (Minimal disruption)

	1 = Rare
	1 = Insignificant (Negligible impact)



Inherent Risk Score
· High Inherent Risk (Score 15–25) Activities with significant impact and high likelihood, such as:
· Large financial transactions or sensitive data
· Complex processes with multiple dependencies
· High exposure to external threats or regulatory scrutiny
· [bookmark: _Hlk215486785]Medium Inherent Risk (Score 5–14) Activities with moderate complexity or impact, such as:
· Processes with some regulatory requirements
· Errors could cause noticeable but manageable disruption
· Low Inherent Risk (Score 1–4) Activities with minimal impact and low likelihood, such as:
· Simple processes with limited external exposure
· Errors would have negligible consequences
Residual Risk (After Controls)
Residual risk reflects the level of risk after controls have been applied and tested. Strong controls can significantly reduce risk, while weak or absent controls leave risk largely unchanged.
· High Residual Risk (Score 15–25)  Controls are ineffective or absent, leaving exposure nearly unchanged:
· Policies are missing or unenforced
· No segregation of duties
· Controls untested or consistently fail
· Audit findings unresolved
· Medium Residual Risk (Score 5–14) Controls exist but are inconsistently applied or partially effective:
· Policies outdated or inconsistently enforced
· Controls tested occasionally with mixed results
· Management reviews occur but lack documentation
· Audit findings addressed slowly or partially
· Low Residual Risk (Score 1–4) Controls are strong, documented, and consistently effective:
· Current policies enforced and monitored
· Controls regularly tested with positive results
· Clear segregation of duties
· Routine, documented management reviews
· Audit findings rare and promptly resolved
Risk scoring begins with inherent risk to understand baseline exposure. Controls are then factored in to determine residual risk, ensuring decisions reflect both the nature of the activity and the strength of mitigation measures.
Below are some examples of the scoring process:
Risk Scoring Example #1: A VCU business unit has a moderate level of travel, with many international travel reimbursements.
Inherent risks are medium since the level of transactions meets a moderate threshold, and many are larger travel reimbursements due to international travel, which carries a risk of error or misuse. Without controls, we assess a Likelihood of 3 (Possible) and an Impact of 3 (Moderate). Inherent Risk Score = 9 (Medium Risk).
Controls Description: The business unit’s travel reimbursement process was reviewed and found to be compliant with university policy. Staff consistently attach required receipts and documentation, and supervisors verify submissions before approval. Occasional minor errors are promptly corrected before reimbursement.
Residual Risk Scoring:
· Likelihood: 1 (Rare) – Errors are rare and are corrected before processing due to consistent adherence to policy.
· Impact: 3 (Moderate) – If a non-compliant payment were made, the impact would still be moderate due to the larger travel reimbursements. The controls reduce the likelihood, not the potential impact.
· Risk Score: 3 (Low Risk)
Residual Risk: Low - Strong controls, training, and oversight reduce the likelihood of errors.
Risk Scoring Example #2: A VCU business unit has low inventory, but high-dollar assets that are essential for the business unit to operate.
Inherent risks are high. Even though the inventory is small, the high dollar value presents a significant financial risk and operational disruption if an asset is lost. Without controls, we assess a Likelihood of 4 (Likely) and an Impact of 4 (Major). Inherent Risk Score = 16 (High Risk).
Controls Description: VCU’s asset inventory process includes yearly reconciliations, documented procedures, and designated custodians. Assets are tagged and tracked in Banner, and discrepancies are resolved quickly. There have not been any audit findings regarding missing inventory, and university policy is consistently followed.
Residual Risk Scoring:
· Likelihood: 1 (Rare) - Inventory is well-managed and reviewed regularly.
· Impact: 4 (Major) - If a high-dollar asset were misplaced and there is a chance for operational disruption, the impact remains major regardless of controls.
· Risk Score: 4 (Low Risk)
Residual Risk: Low - Regular reviews, designated custodians, and strong documentation mitigate the risk by significantly reducing the likelihood of an occurrence.
ARMICS Column-by-Column Guide and Example
1. Task
· What to enter: A specific activity or step within the process (e.g., “Fiscal staff receives cash or check”).
· Purpose: Breaks down the process into manageable parts for risk evaluation.
2. Potential Risk Event
· What to enter: A situation that could go wrong during the task (e.g., “Cash is misplaced or stolen”).
· Purpose: Identifies what could happen if controls fail.
3. Potential Problem or Misstatement
· What to enter: The consequence of the risk event (e.g., “Loss or theft of funds”).
· Purpose: Helps assess the seriousness of the risk.
4. Risk Event Likelihood/Significance Before Controls
· What to enter: Rate the risk before any controls are applied (e.g., High, Medium, Low).
· Purpose: Establishes the inherent risk level.
5. Control Activities
· What to enter: Describe the control(s) in place to prevent or detect the risk (e.g., “Cash receipt is immediately recorded…”).
· Purpose: Documents how the agency mitigates the risk.
6. Control Objectives
· What to enter: The goal of the control (e.g., “Safeguarding/stewardship of assets”).
· Purpose: Links the control to broader internal control goals (e.g., compliance, accuracy, safeguarding).
7. Documentation Example: Test of Control
· What to enter: How you tested the control and record of the samples selected. (e.g., interviews, document reviews, observations).
· Purpose: Demonstrates that the control is being performed as intended.
8. Documentation Example: Control Test Results
· What to enter: The outcome of your test (e.g., “No issues noted. Controls are in place and effective.”).
· Purpose: Shows whether the control is working.
9. Documentation Example: Risk Event Likelihood/Significance After Controls
· What to enter: Reassess the risk level after controls are applied (e.g., Low).
· Purpose: Reflects the residual risk after mitigation.
Corrective Action Plan (Remediation)
A Corrective Action Plan is a formal, documented plan that is developed when significant control weaknesses are identified during the ARMICS process. CAPs outline the steps management will take to remediate deficiencies and prevent recurrence. CAPs should be fully documented on the ARMICS Corrective Action Plan Template can be found at the link here. 
Each CAP should include the following elements:
· Deficiency Description - Clearly describe the control weakness or deficiency identified during the ARMICS assessment.
· Root Cause Analysis - Identify and document the underlying cause(s) of the deficiency to ensure the corrective action addresses the source of the issue.
· Corrective Actions - Outline specific steps that will be taken to remediate the deficiency. Actions should be:
· Measurable
· Realistic
· Time-bound
· Responsible Party - Assign ownership by identifying the individual(s) or team(s) responsible for implementing each corrective action.
· Timeline for Completion - Provide estimated start and completion dates for each action item to ensure timely remediation.
· Resources Required - Note any additional resources (e.g., personnel, budget, training) needed to implement the corrective actions.
· Monitoring and Follow-Up - Describe how progress will be tracked and how management will ensure the corrective actions are completed effectively.
· Preventive Measures - Include steps to prevent recurrence, such as policy updates, training, or system changes.
Below are some examples for properly documenting all elements of a CAP:
CAP Example #1: Inadequate documents for travel
Deficiency Description: A recent review of a VCU department's travel reimbursements identified multiple instances where a supervisor erroneously approved payments for travel reimbursements that were missing required receipts. This led to non-compliant payments being made with university funds.
Root Cause Analysis: The root cause was a breakdown in the control environment. While university policy requires receipts for expenses, the supervisor approved the reimbursement without verifying the required documentation. The system did not prevent the approval, and the supervisor's process did not include a final check for receipts, which resulted in the error.
Corrective Actions: 
· The supervisor must verify that all required receipts and documentation are attached before approving a travel reimbursement in the system.
· A mandatory training session on travel policies and documentation requirements will be scheduled for all staff who submit or approve travel reimbursements.
Responsible Party: The departmental supervisor.
Timeline for Completion: The mandatory training will be completed within 30 days. The new process will be implemented immediately.
Resources Required: Time for staff to attend training
CAP Example #2: Late Approval of Employee Timesheets
Deficiency Description: A review of departmental payroll records in the VCU RealTime system identified several instances where a supervisor failed to approve hourly employee timesheets before the bi-weekly payroll deadline. This resulted in delayed wage payments to employees and required manual intervention from Central Payroll.
Root Cause Analysis: The root cause was a breakdown in the control environment. While the university communicates a firm payroll deadline, the supervisor did not have a consistent internal process for reviewing and approving timesheets in advance. The system sent automated reminders, but there was no departmental follow-up, which resulted in the error.
Corrective Actions:
· The supervisor will set a recurring calendar reminder for two business days before each payroll deadline to review and approve all outstanding timesheets in RealTime.
· The departmental fiscal administrator will be designated as a secondary timesheet approver to provide backup and ensure approvals are completed if the primary supervisor is unavailable.
Responsible Party: The departmental supervisor.
Timeline for Completion: The new calendar reminder and backup approver process will be implemented immediately.

	COSO Framework Components and Principles

	Control Environment
	Risk Assessment
	Control Activities
	Information & Communication
	Monitoring Activities

	
1. The organization demonstrates a commitment to integrity and ethical values
2. The board of directors demonstrates independence from management and exercises oversight of the development and performance of internal control.
3. Management establishes, with board oversight, structures, reporting lines, and appropriate authorities and responsibilities in pursuit of objectives. 
4. The organization demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives.
5. The organization holds individuals accountable for their internal control responsibilities in the pursuit of objectives.
	
6. The organization specifies objectives with sufficient clarity to enable the identification and assessment of risks relating to objectives. 
7. The organization identifies risks to the achievement of its objectives across the entity and analyzes risks as a basis for determining how the risks should be managed.
8. The organization considers the potential for fraud in assessing risks to the achievement of objectives. 
9. The organization identifies and assesses changes that could significantly impact the system of internal control. 
	
10. The organization selects and develops control activities that contribute to the mitigation of risks to the achievement of objectives to acceptable levels. 
11. The organization selects and develops general control activities over technology to support the achievement of objectives. 
12. The organization deploys control activities through policies that establish what is expected and procedures that put policies into action. 
	
13. The organization obtains or generates and uses relevant, quality information to support the functioning of other components of internal control.
14. The organization internally communications information, including objectives and responsibilities for internal control, necessary to support the functioning of internal control.
15. The organization communicates with external parties regarding matters affecting the functioning of other components of internal control.
	
16. The organization selects, develops, and performs ongoing and/or separate evaluations to ascertain whether the components of internal control are present and functioning.
17. The organization evaluates and communicates internal control deficiencies in a timely manner to those parties responsible for taking corrective action, including senior management and the board of directors, as appropriate. 

	Fraud Risk Management Principles

	
1. The organization establishes and communicates a Fraud Risk Management Program that demonstrates the expectations of the board of directors and senior management and their commitment to high integrity and ethical values regarding managing fraud risk.
	
2. The organization performs comprehensive fraud risk assessments to identify specific fraud schemes and risks, assess their likelihood and significance, evaluate existing fraud control activities, and implement actions to mitigate residual fraud risks.
	
3. The organization selects, develops, and deploys preventative and defective fraud control activities to mitigate the risk of fraud events occurring or not being detected in a timely manner.
	
4. The organization establishes a communication process to obtain information about potential fraud and deploys a coordinated approach to investigation and corrective action to address fraud appropriately and in a timely manner.
	
5. The organization selects, develops, and performs ongoing evaluations to ascertain whether each of the five principals of fraud risk management is present and functioning and communicates Fraud Risk Management Program deficiencies in a timely manner to parties responsible for taking corrective action, including senior management and the board of directors.
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